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Abstract

The weary traveller browsing the World Wide Web over public Wi-Fi at an airport, hotel,
or café, is a typical scenario today. Such guest networks are setup for convenience
rather than security. Who else is in the airport or café, and what are they seeing from the
traveller's Web traffic? This paper details configuring a secure proxy utilizing

Amazon.com’s cloud services to encrypt and protect data over these public guest
networks.
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Attribution.  You must attribute the work in the manner specified by the author
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Share Alike. If you alter, transform, or build upon this work, you may distribute
the resulting work only under a license identical to this one.

For any reuse or distribution, the reader must make clear to others the license
terms of this work. Any of these conditions can be waived if the reader obtains
permission from the author.

Information in this document is subject to change without notice. Companies,
names, and other information used in examples herein are fictitious unless
otherwise noted. This document is for informational purposes only. The author
does not make any warranties, express or implied, in this document.

Microsoft Exchange, .Net, SharePoint, SQL Server, Terminal Services, and
Windows are registered trademarks of Microsoft Corporation.

Citrix WinFrame, MetaFrame, Presentation Server, NFuse and Web Interface
are registered trademarks of Citrix Corporation.

All other trade names referred to are the Servicemark, Trademark, or
Registered Trademark of their respective manufacturers.
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Guest Wi-Fi, like any shared resource, exposes those who use it to miscreants. Such
guest networks are setup for convenience rather than security. There is, or at least there
should be, no expectation of privacy or security. Any Internet traffic sent from a computer
over guest Wi-Fi is exposed in clear text for anyone to read.

While attacks that make use of these facts have been around for some time, the
situation has gotten worse in recent years. In the idyllic past, a level of expertise was
required by the miscreant in question. Take the example of the attacker iPhone that
would intercept Wi-Fi traffic and sniff out passwords, banking information, and the like.
This required the iPhone to be rooted and customized malware specially compiled for
the purpose. That’s not an easy task. Today, however, plugins like Firesheep can do the
same thing and be downloaded and installed by anyone with Firefox in literally minutes.

The bottom line is that public spaces are not private spaces. Guest Wi-Fi in public is
open and exposed, and may be misused by those around us.
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Amazon.com has opened up an interesting opportunity to address the public Wi-Fi
concerns. Amazon.com has opened up their infrastructure to host computers on the
Internet. The same infrastructure that now powers our reading habits is available for
purchase. Better, the entry level is available for free.

amazon

webservices

Amazon Elastic Compute Cloud (Amazon EC2) is a web service that provides resizable
compute capacity in the cloud. It is designed to make web-scale computing easier for
developers.

Amazon EC2’'s simple web service interface allows you to obtain and configure capacity
with minimal friction. It provides you with complete control of your computing resources
and lets you run on Amazon’s proven computing environment. Amazon EC2 reduces the
time required to obtain and boot new server instances to minutes, allowing you to quickly
scale capacity, both up and down, as your computing requirements change. Amazon
EC2 changes the economics of computing by allowing you to pay only for capacity that
you actually use. Amazon EC2 provides developers the tools to build failure resilient
applications and isolate themselves from common failure scenarios.
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The solution to public Wi-Fi is to create a tunnel between the computer we are using and
Amazon.com. By using Secure Shell or SSH to proxy traffic, all of the Web browsing is
hidden from people sharing the Wi-Fi at the airport, hotel, or café. This renders malware
such as Firesheep completely ineffective. Everything from searches to passwords are
encrypted and sent safely to Amazon.

Once at Amazon.com, where there is significantly less risk of attackers, this Web traffic
is unencrypted and sent back over the Internet. This does solve the issues of prying
eyes in public. Yet it is important to remember to use other methods, such as HTTPS
(SSL/TLS), to protect traffic as it leaves Amazon.com.

The remainder of this paper walks through configuring Amazon.com’s cloud for secure
Web browsing.

Encrypted SSH

amazon

webservices
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Secure — encrypted traffic over public Wi-Fi and guest networks
Simple — achievable within hours of effort

Low cost — free or near free

Maintainable — easy to use and maintain

At a high-level, the procedure is:

1. Sign up for Amazon Web Services and provision a free server instance
2. Download and configure PuTTY 0.61 to proxy SOCKS over SSH
3.

Download and configure Mozilla Firefox 5.0 to use the SOCKS proxy for Web
traffic (HTTP, HTTPS, DNS, and IRC chat)
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1. Sign up for Amazon Web Services.

2. Sign into the AWS EC2 Management Console located at
https://console.aws.amazon.com/ec2/

3. Select the EC2 Dashboard and click Launch Instance.
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5. Leave the Number of Instances set to 1, the Availability Zone set to No
Preference, the Instance Type set to Micro, choose Launch Instances and
click Continue.

Request Instances Wizard

INSTANGE DETALS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand” or “spot”
instances.

Number of Instances: [T Availability Zone: [No Preference ]

Instance Type: [ Micro t1.micro, 613 M) =

€ Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.

€ Request Spot Instances
€ Launch Instances Into Your Virtual Private Cloud

6. Leave the Advance Instance Options set to default and click Continue.

77 -] (8- cooge

Request Instances Wizard

INSTANGE DETAILS

Number of Instances: 1
Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable CloudWatch Detailed
Monitoring or enter data that will be available from your instances once they launch.

Kernel ID:  [Use Defout ] RAM Disk ID: [Use Defaut ]

Monitoring: I Enable Cloudwatch detailed monitoring for this instance
(additional charges wil apply)

User Data:
“as text

Cas file T bases4 encoded

Terminetlon [ ey eion agans acidental temination.

Shutdown
o ] Chosse the behavior when the instance i shutdown from within the instanc.
Behavior: | =
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7. Set a value for the Name tag and click Continue.

8. Enter a name for the private key under Create a New Key Pair and click
Create and Download your Key Pair. Save the newly created key.

€ Proceed without a Key Pair
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9. The next screen allows you to setup the incoming firewall rules. Keep the
defaults, which allows any computer IP address to reach port 22 (SSH).

10. Once all settings have been confirmed, click Launch.
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11. When the Launch Instance Wizard completes, click View your instances on
the Instances page.

12. In the main console, view Show/Hide and turn on the columns for purpose
and for DNS.
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13. The instance may take a minute or two to change from Pending to Running.
Once it is running, select the newly created instance, and note the Public
DNS name.

14. Now that the Amazon.com instance is up and operational, we will move onto
installing and configuring PuTTY.
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1. Download and run the Windows installer for PuTTY 0.61 from
http://www.chiark.greenend.org.uk/~sgtatham/putty/changes.html

2. Follow the prompts to perform a default installation.

3. Start PuTTYgen.

4. Click Load, select the previously downloaded private key and click Open.
5. Click OK to confirm generation of the PUTTY formatted key.

6. Click Save Private Key and enter a passphrase. PuTTY will prompt you to enter
this passphrase every time a connection is made to Amazon.com.
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7. Execute PuTTY.

8. Enter ec2-user@<public dns> in the Host Name field.

9. Enter “EC2 instance for SSH with Proxy” under Saved Sessions. Click Save.
10. Navigate to Connection, SSH, Auth.

11. Browse to and select the PuTTY formatted private key.
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12. Click on the Connection category, SSH, Tunnels.
13. Enter 8118 in the Source port field.
14. Enter 127.0.0.1:8118 in the Destination field and click Add.

15. Return to the Sessions category.
16. Save the session.
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17. Click Open.
18. Enter the passphrase that you selected when saving the private key.
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This next step is not quite within the scope of installing and configuring PUTTY.
Occasionally, public networks are configured to disconnect after a certain time-
out value. The following keepalive.sh script will prevent this from happening.

19. Type cat and enter in the keepalive.sh script text. When complete, press Cirl-Z.
20. Set the permissions by typing chmod +x keepalive.sh

Using username "ec2-user".

Authenticating with public key "imported-openssh-ke y
Passphrase for key "imported-openssh-key":

Last login: Thu Jul 1 21:45:04 2011 from X.X.X.X

_ | _|_ ) Amazon Linux AMI
| ( / Beta

S | N N

See /usr/share/doc/system-release-2011.02 for lates t release
notes. :-)

[ec2-user@ip-10-244-xx-xx ~]$ cat > keepalive.sh

echo "Your Amazon.com 'browsing in public' proxy is now active.
while true

do

printf "."
sleep 30

done

nZ

[1]+ Stopped cat > keepalive.sh
[ec2-user@ip-10-244-xx-xx ~]$ chmod +x keepalive.sh
[ec2-user@ip-10-244-xx-xx ~]$
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21. Type exit and close the PUTTY window.
22. Click on the Connection category.
23. Enter ./keepalive.sh to execute a keep-alive script.

24. Return to the Sessions category.

25. Save the session.

26. Click Open.

27. Enter the passphrase that you selected when saving the private key.

28. You will now see a welcome message and a dot will appear every 30 seconds.
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1. Download and install Mozilla Firefox 5.0 from:
http://www.mozilla.com/en-US/firefox/new/

2. Follow the prompts to perform a default installation.

3. Launch Firefox.

4. Confirm you can browse the Web and perform a test using speedtest.net.

5. Open the Network settings.
a. Firefox -> Tools -> Options
b. Advanced, Network, [Settings]
6. Select Manual proxy configuration and set the SOCKS host as 127.0.0.1:8118
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This will configure the proxy for Web traffic. Some information, such as the Web

servers your computer is checking, will still be displayed. To correct this, we can
configure DNS to use the proxy.

In Firefox, enter about:config in the URL address bar.
In the filter, enter: network.proxy.socks_remote_dns
Set the status to True.

© o~

10. Retest. Open Speedtest.net again. We can confirm that our traffic is being

proxied by the IP address and host name shown in the lower left. Run a speed
test.

You will see a slight decrease in Web performance. Overall, the numbers should be
close to 80-90% of the performance seen on the unencrypted Web traffic.
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Below are some additional notes and considerations.
Pricing

Amazon Web Services (AWS) provides a free computer in their cloud providing we meet
certain criteria. These are (from Amazon’s terms and conditions):

The AWS Free Usage Tier offer (the “Offer”) provides eligible customers with the
following usage amounts of certain AWS services, each month, at no cost, for one year:
- 750 hours of Amazon Elastic Compute Cloud (Amazon EC2) Linux Micro
Instances;
750 hours of Elastic Load Balancing and 15 Gigabytes (GB) of data processing
using Elastic Load Balancing;
10 GB of storage in Amazon Elastic Block Storage plus 1 million input/output
requests, 1 GB snapshot storage, 10,000 snapshot “get” requests, and 1,000
shapshot “put” requests;
5 GB of storage in Amazon Simple Storage Solution (Amazon S3) plus 20,000
“get” requests and 2,000 “put” requests for objects stored in Amazon S3; and
15 GB of internet data transfer “out” and 15 GB of internet data transfer “in”
across all AWS services other than Amazon CloudFront.

Normal usage, like Web browsing while travelling or in public cafés, should not exceed
the above. However, paying attention to our Amazon control panel is important to avoid
any usage fees. In addition, note that this service is freely available only for one year.

Security

This configuration will encrypt and secure Web traffic between your computer and
Amazon.com’s cloud. The objective is to prevent people on the free Wi-Fi from seeing
our traffic, and this does indeed do so.

Please note that traffic from Amazon.com to the Web servers will not be encrypted.
Additional precautions such as using secure (HTTPS) connections are recommended for
sensitive websites.

Traffic that is not over the Web using Firefox will not be secured. For example,
transferring files over FTP or using instant messaging. For applications that do not
support SOCKS proxy directly, there are several software packages available. One
example is Proxifier (http://www.proxifier.com/).
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